From: Chen, Lily (Fed

To: Scholl, Matthew A. (Fed)

Subject: FW: IPR for PQC Call For Submissions
Date: Monday, March 14, 2016 10:24:36 AM
Attachments: CFP v1 RayIPRComments.docx

From: Perlner, Ray (Fed)

Sent: Thursday, March 10, 2016 1:51 PM

To: Moody, Dustin (Fed); Chen, Lily (Fed); Daniel C Smith (daniel-c.smith@louisville.edu) (daniel-
c.smith@louisville.edu); Liu, Yi-Kai (Fed); Jordan, Stephen P (Fed); Peralta, Rene (Fed); Bassham,
Lawrence E (Fed)

Cc: Regenscheid, Andrew (Fed)

Subject: RE: IPR for PQC Call For Submissions

Here’s my attempt at improving the IPR statement. Comments appreciated.

Thanks,

Ray

From: Moody, Dustin (Fed)

Sent: Tuesday, March 08, 2016 2:49 PM

To: Chen, Lily (Fed); Perlner, Ray (Fed); Daniel C Smith (daniel-c.smith@louisville.edu) (daniel-
c.smith@louisville.edu); Liu, Yi-Kai (Fed); Jordan, Stephen P (Fed); Peralta, Rene (Fed); Bassham,
Lawrence E (Fed)

Cc: Regenscheid, Andrew (Fed)
Subject: IPR for PQC Call For Submissions

Everyone,

We want to get the IPR language worked out, so we can get our lawyers to start looking at it as soon
as possible. Hopefully it won’t be too bad, as we’re using the same approach as used with SHA-3.
Please take a look at the attached document, Section 2-D. I've tried to tweak the IPR statement to fit
our process. It’s a little awkward, so please make improvements. Thanks,

Dustin
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DEPARTMENT OF COMMERCE



National Institute of Standards and Technology



Docket No.:



Announcing Request for Proposals for Quantum-Resistant Cryptographic Algorithms



AGENCY:  National Institute of Standards and Technology, Commerce.	Comment by Shu-jen Chang: The NIST Counsel “requires” two spaces here.



ACTION:  Notice and request for nominations for Quantum-Resistant Cryptographic Algorithms (QRCA).	Comment by Shu-jen Chang: Is it desirable to provide an acronym for the long name?



SUMMARY:  This notice solicits nominations from any interested party for quantum-resistant cryptographic algorithms to be considered for new public-key cryptographic standards that will be secure against quantum computation.  It addresses the nomination requirements and the minimum acceptability requirements of a ‘‘complete and proper’’ candidate algorithm submission.  The evaluation criteria that will be used to appraise the candidate algorithms are also described.	Comment by Shu-jen Chang: The NIST Counsel “requires” two spaces between sentences, so you probably need to go through the document and make the necessary changes.

On the matter of formatting, they also want double spacing, but you can wait until you have a finalized version. They also prefer a short summary, in one paragraph if possible.

I can send you a finalized and Counsel-approved FRN for your reference.	Comment by Shu-jen Chang: For the hash competition, we published an FRN just to discuss the evaluation criteria. When this was settled ten months later, we then issued an FRN to call for candidate nomination. I wonder if you want to do that as well.



DATES:  Candidate nomination packages must be received by DATE. Further details are available in Section X.



ADDRESSES: Candidate algorithm submission packages should be sent to: XXX, Information Technology Laboratory, Attention: Quantum-Resistant Cryptographic Algorithm Submissions, 100 Bureau Drive – Stop 8930, National Institute of Standards and Technology, Gaithersburg, MD 20899–8930.

FOR FURTHER INFORMATION CONTACT: For general information, send e-mail to XXX@nist.gov.  For questions related to a specific submission package, contact XXX, National Institute of Standards and Technology, 100 Bureau Drive – Stop 8930, Gaithersburg, MD 20899–8930; telephone: 301–975–XXX or via fax at 301–975–8670, e-mail: XXX@nist.gov.



SUPPLEMENTARY INFORMATION:  This notice contains the following sections:



1. Background

2. Requirements for Candidate Algorithm Submission Packages

2.A Cover Sheet 

2.B Algorithm Specifications and Supporting Documentation

2.C Optical Media 

2.D Intellectual Property Statements / Agreements / Disclosures

2.E General Submission Requirements 

2.F Technical Contacts and Additional Information

3. Minimum Acceptability Requirements

4. Evaluation Criteria

5. Plans for the Candidate Evaluation Process	Comment by Shu-jen Chang: Don’t you want to address this a bit?

6. Miscellaneous	Comment by Shu-jen Chang: If needed.

Authority:  This work is being initiated pursuant to NIST’s responsibilities under the Federal Information Security Management Act (FISMA) of 2002, Public Law 107–347.



1. Background





I THINK WE CAN PASTE STEPHEN’S WRITEUP (VERBATIM) HERE.



It is unclear when scalable quantum computers will be available.  However, as of 2015, a number of researchers working on building a quantum computer have estimated that it is likely that a quantum computer capable of breaking RSA-2048 in a matter of hours could be built by 2030 for a budget of about a billion dollars.  This estimate, if correct, is a matter of great concern for the security of existing information systems, since almost all of them use the affected public-key algorithms for secure communication. ALSO INCLUDE DISCRETE LOGS AND KEY-EXCHANGE?



Interest in the areas of quantum computing and quantum-resistant cryptography has recently increased, due to milestones in the development of quantum computing hardware and the NSA’s recent changes to its Suite B guidance. This provides an opportunity for engagement with the research community that may not come again before practical quantum computing is truly imminent. As such, NIST needs to begin preparing for the transition to quantum-resistant cryptographic standards now. This will require significant resources to analyze proposed schemes, and will require significant public engagement to assure trust in the algorithms NIST chooses to standardize. 



NIST envisions a five-year process starting soon and ending with a NIST proposal of a standard for quantum-resistant cryptographic algorithms. We believe the transition to the new algorithms must start soon after this five-year period. 	Comment by Shu-jen Chang: You may want to elaborate a bit about NIST’s process and plan. It need not be long, but the process should be clearly described.

Also, if you are saying that by the end of the fifth year, we will have a new quantum-resistant PKC Standard, then that may be a bit too optimistic.



2.	Requirements for Candidate Algorithm Submission Packages



Candidate algorithm nomination packages must be received by XXX. Submission packages received before XXX will be reviewed for completeness by NIST; the submitters will be notified of any deficiencies by XXX, allowing time for deficient packages to be amended by the submission deadline. No amendments to packages will be permitted after the submission deadline. Requests for the withdrawal of submission packages will only be honored until the submission deadline.



Due to the specific requirements of the submission package such as Intellectual Property Statements / Agreements / Disclosures as specified in section XXX e-mail submissions will not be accepted for these statements or for the initial submission package. However, e-mail submissions of amendments to the initial submission package will be allowed prior to the submission deadline.



‘‘Complete and proper’’ submission packages received in response to this notice will be posted at http:// www.nist.gov/  for inspection. To be considered as a ‘‘complete’’ submission, packages must contain the following (as described in detail below):



•	Cover Sheet.

•	Algorithm Specifications and Supporting Documentation.

•	Optical Media.

•	Intellectual Property Statements/ Agreements/Disclosures.

•	General Submission Requirements.



Each of these items is discussed in detail below.



2.A	Cover Sheet



A cover sheet shall contain the following information:

•	Name of the submitted algorithm.

•	Principal submitter’s name, e-mail address, telephone, fax, organization, and postal address.

•	Name(s) of auxiliary submitter(s).

•	Name of the algorithm inventor(s)/ developer(s).

•	Name of the owner, if any, of the algorithm. (normally expected to be the same as the submitter).

•	Signature of the submitter.

•	(optional) Backup point of contact (with telephone, fax, postal address, e- mail address).



2.B	Algorithm Specifications and Supporting Documentation



2.B.1 A complete written specification of the algorithms shall be included, consisting of all necessary mathematical operations, equations, tables, diagrams, and parameters that are needed to implement the algorithms.  The document shall include design rationale and an explanation for all the important design decisions that are made.  It should also include:

1) a survey of known work on the cryptosystem;

2) a preliminary security analysis (including any security reduction proofs or intractability argument from complexity theory?);	Comment by Moody, Dustin (Fed): Add 4) survey known work on the cryptosystem.

SJ – I added your item, but please arrange the bullets in the order that makes most sense, preferably with security-related bullets ahead of the performance-related bullet.

3) a precise security claim against quantum computation; and

4) a performance analysis.



2.B.2   In addition, each submission package is required to include Known Answer Test (KAT) and Monte Carlo Test (MCT) values, which can be used to determine the correctness of an implementation of the candidate algorithm. The KATs are individual input tuples that produce single output values, e.g., an input tuple of a key and plaintext resulting in an output of the corresponding ciphertext. Separate KATs should be provided to exercise different aspects of the algorithm, e.g., key generation, encryption, decryption, sign, verify, etc.  The MCT is used to repeatedly exercise the algorithm. This is typically accomplished by providing a single input and using the output of the algorithm to generate subsequent input values.  	Comment by Bassham, Lawrence E: May want to point them to some of the validation documents from the CAVS program for samples.





2.C	Implementations	Comment by Bassham, Lawrence E: Changed this from “Reference Implementation” to “Implementations”



LARRY BASSHAM?

Two implementations are required in the submission package: a reference implementation and an optimized implementation. The goal of reference implementation is to promote understanding of how the candidate algorithm may be implemented. Since this implementation is intended for reference purposes, clarity in programming is more important than efficiency.  This implementation shall consist of source code written in ANSI C; appropriate comments should be included in the code, and the code should clearly map to the algorithm description. The optimized implementation targeting the Intel x64 processor (a 64-bit implementation) is intended to demonstrate the performance of the algorithm. 

The reference implementation shall be capable of fully demonstrating the operation of the candidate algorithm. The reference implementation shall support all core features of the algorithm, e.g., key generation, public key validation, digital signature generation, digital signature validation. 

A separate document specifying a set of cryptographic service calls, namely a cryptographic API, for the ANSI C implementations, shall be provided. Both the reference implementation and the optimized implementation shall adhere to the provided API. Separate source code for implementing the KATs and MCT shall also be included and shall adhere to the provided API. 

NIST Reference Platform: Intel x64 running Windows or Linux and supporting the GCC compiler (version 5.1).	Comment by Bassham, Lawrence E: Not sure if I want to put this version number on it.

2.C.5  General Requirements for Optical Media



For the portions of the submissions that may be provided electronically, the information shall be provided on a single CD-ROM or DVD using the ISO 9660 format. This disc shall have the following structure:



• \README

• \Reference Implementation

• \Optimized_32 bit

• \Optimized_64 bit

• \KA T_MCT

• \Supporting Documentation



The “README” file shall list all files that are included on this disc with a brief description of each.



All optical media presented to NIST must be free of viruses or other malicious code. The submitted media will be scanned for the presence of such code. If malicious code is found, NIST will notify the submitter and ask that a clean version of the optical media be re-submitted.



NIST will define a set of cryptographic service calls for the ANSI C implementations. These calls will be used by the NIST test software to make appropriate calls to the optimized and reference implementations, so that the test software does not have to be rewritten for each submitted algorithm. Therefore, both the optimized and reference implementations are required to conform to these specific calls. The implementations shall be supplied in source code so that NIST can compile and link them appropriately with the test software. The two selected sets of required calls will be available at the following location: <http://www.nist.gov/hash-competition>. NIST intends to make these available within three months after publication of this notice.





2.D	Intellectual Property Statements/ Agreements/Disclosures



Each submitted algorithm must be available worldwide on a royalty free basis during the period of the quantum-resistant algorithm search processhash function competition. In order to ensure this and minimize any intellectual property issues, the following series of signed statements are required for a submission to be considered complete: 1) Statement by the Submitter, 2) Statement by Patent (and Patent Application) Owner(s) (if applicable), and 3) Statement by Reference/Optimized Implementations' Owner(s). Note that for the last two statements, separate statements must be completed if multiple individuals are involved.	Comment by Moody, Dustin (Fed) [2]: Any thoughts on a better name?

2.D.1 Statement by the Submitter

I, _____ (print submitter’s full name) _____ do hereby declare that, to the best of my knowledge, the practice of the algorithm, reference implementation, and optimized implementations that I have submitted, known as ____ (print name of algorithm)____, may be covered by the following U.S. and/or foreign patents: _____ (describe and enumerate or state “none” if appropriate)_____ .

I do hereby declare that I am aware of no patent applications that may cover the practice of my submitted algorithm, reference implementation or optimized implementations. – OR – I do hereby declare that the following pending patent applications may cover the practice of my submitted algorithm, reference implementation or optimized implementations: _____ (describe and enumerate) ______.

I do hereby understand that my submitted algorithm may not be selected for standardization by NIST.inclusion in the Secure Hash Standard. I also understand and agree that after the close of the submission period, my submission may not be withdrawn from public consideration for SHA-3. I further understand that I will not receive financial compensation from the U.S. Government for my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent applications relating to my algorithm. I also understand that the U.S. Government may, during the course of the lifetime of the standardSHS or during the FIPS public review process, modify the algorithm’s specifications (e.g., to protect against a newly discovered vulnerability).

 I understand that NIST will announce any selected algorithm(s) and proceed to publish the draft standardsfor public comment. Should my submission be selected for standardizationSHA-3, I hereby agree not to place any restrictions on the use of the algorithm, intending it to be available on a worldwide, non-exclusive, royalty-free basis.

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any patent or patent application identified to cover the practice of my algorithm, reference implementation or optimized implementations and the right to use such implementations for the purposes of the SHA-3 evaluation process.

[bookmark: _GoBack]I understand that, during the quantum resistant algorithm evaluation process, NIST  may remove my algorithm from consideration for standardization. will announce the selected algorithm(s) and proceed to publish the draft FIPS for public comment. If my algorithm (or the derived algorithm) is not selected removed from consideration for standardization or withdrawn from consideration by the submitterSHA-3 (including those that are not selected for the second round of public evaluation), I understand that all rights, including use rights of the reference and optimized implementations, revert back to the submitter (and other owner[s], as appropriate). Additionally, should the U.S. Government not select my algorithm for standardizationSHA-3 at the time NIST ends the evaluation process competition, all rights revert to the submitter (and other owner[s] as appropriate).	Comment by Moody, Dustin (Fed) [2]: Do we know if these will end up as a FIPS?

Signed:

Title: 

Dated: 

Place:



2.D.2 Statement by Patent (and Patent Application) Owner(s)

If there are any patents (or patent applications) identified by the submitter, including those held by the submitter, the following statement must be signed by each and every owner of the patent and patent applications above identified.

I, _____ (print full name) _____ , of _____(print full postal address)______ , am the owner or authorized representative of the owner (print full name, if different than the signer) of the following patent(s) and or patent application(s): ______ (enumerate) ______ , and do hereby agree to grant to any interested party if the algorithm known as _____(print name of algorithm) _______ is selected for standardizationSHA-3, an irrevocable nonexclusive royalty-free license to practice the referenced algorithm, reference implementation or the optimized implementations. Furthermore, I agree to grant the same rights in any other patent application or patent granted to me or my company that may be necessary for the practice of the referenced algorithm, reference implementation, or the optimized implementations.

Signed:

Title: 

Dated: 

Place:



Note that the U.S. government may conduct research as may be appropriate to verify the availability of the submission on a royalty free basis worldwide.

2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)

The following must also be included:

I, _____ (print full name) _____ , am the owner of the submitted reference implementation and optimized implementations and hereby grant the U.S. Government and any interested party the right to use such implementations for the purposes of the quantum-resistant algorithm SHA-3 evaluation process, notwithstanding that the implementations may be copyrighted.

Signed:

Title: 

Dated: 

Place:





2.E	General Submission Requirements



NIST welcomes both domestic and international submissions; however, in order to facilitate analysis and evaluation, it is required that the submission packages be in English. This requirement includes the cover sheet, algorithm specification and supporting documentation, source code, and intellectual property information. Any required information that is submitted in a language other than English shall render the submission package ‘‘incomplete.’’ Optional supporting materials (e.g., journal articles) in another language may be submitted.



Classified and/or proprietary submissions will not be accepted.



2.F	Technical Contacts and Additional Information



For technical inquiries, send e-mail to XXX@nist.gov, or contact XXX, National Institute of Standards and Technology, 100 Bureau Drive—Stop XXX, Gaithersburg, MD 20899–XXX;  telephone: 301–975–XXX or via fax at 301–975–8670, e-mail: XXX



3. Minimum Acceptability Requirements



Those packages that are deemed to be ‘‘complete’’ will be evaluated for the inclusion of a ‘‘proper’’ candidate algorithm. To be considered as a ‘‘proper’’ candidate algorithm submission (and continue further in the SHA–3 Development Process), candidate algorithms shall meet the following minimum acceptability requirements:



i.	The algorithms shall be publicly disclosed and available worldwide without royalties or any intellectual property restrictions.

ii.	The algorithms shall be implementable in a wide range of hardware and software platforms.





4. Evaluation Criteria



NIST will form an internal selection panel composed of NIST employees to analyze the candidate algorithms. All of NIST’s analysis results will be made publicly available.



Although NIST will be performing its own analyses of the candidate algorithms, NIST strongly encourages public evaluation and publication of the results. NIST will take into account its own analysis, as well as the public comments that are received in response to the posting of the ‘‘complete and proper’’ submissions, to make its decisions.



This is not a competition with NIST as judge. We see our role as managing a process of achieving community consensus in a transparent and timely manner. We do not expect to “pick a winner”. Ideally, several algorithms will emerge as “good choices”. We may pick more than one of these for standardization.





5. Plans for the Candidate Evaluation Process



6. Miscellaneous [Optional]





Appreciation



NIST extends its appreciation to all submitters and those providing public comments during the SHA-3 development process.







Dated: xxx




































